How To Connect To Curtin’s Wireless Network (Win XP)

1. Cerlificates Installation

1.1 Installafion of 'root.der":

1. Firstly, begin by installing the 'root.der' certificate.
- Right-click on 'root.der', and choose 'Install Certficate'.

2. You shall now see the 'Welcome to the Certificate Import Wizard' dialog box.
- Click 'Next >' to continue.

3. Choose 'Automatically select the certificate store based on the type of cerfificate'.
- Click 'Next >' fo continue.

4. Lastly, click 'Finish' to complete importing the root.der’ certificate.

1.2 Installation of 'client.p12":

1. Now you may install ‘client.p12' certificate.
- Right-click on ‘client.p12’, and choose 'Install PFX".

2. You shall now see the 'Welcome to the Certificate Import Wizard' dialog box.
- Click 'Next >' to continue.

3. The location of ‘client.p12' will be displayed.
- Click 'Next >' fo continue.

4, You shall now be prompted for the password for the private key.
- Fillin the following in the password field: secretsnlies
- Click 'Next >' to continue.

5. Choose 'Automatically select the certificate store based on the type of cerfificate'.
- Click 'Next >' fo continue.

6. Lastly, click 'Finish' to complete importing the 'client.p12' certificate.

* Please refer to the appendix for the screen-capture as guidance.
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How To Connect To Curtin’s Wireless Network (Win XP)

2. Configuration for ‘CurtinWireless_AP’ Wireless Network properties

1. Go to ‘Accessories’ > ‘Communications’ > ‘Network
Connections’.
2. Ensure that your wireless network card is ENABLED.

LAN or High-Speed Internet

~ Local Area Connection
_ x Metworl: cable unplugged
L Broadcom Metbink (T} Fast Ethernet

\Wireless BHetwiork Connection

led

roadoorn 202

Create Shortout

Daleh

Fename

Froperties

Then "Right-click” on "Wireless Network Connection” and select "Properties’.

3. Wireless Networks Setting: Follow the exact settings as shown below.

1 Wireless Network Connection Prope... EHE]

[#]il z& Windows bo configure my wireless network, settings

Axallable netwarks:

To connect to, dizconnect from;, or find out more information
abaut wireless netwarks in ranade, click the button below,

___J

[ Wiew WWireless Mebworks

Frefered netwarks:;
Autamatically connect to available nebvwork s in the arder listed
below:

| & Cutinfireless AP17 (Manual] & |
" KRP Streamys [Sutomatic] = i
!

pdovE Lp

A PWP301-0 [Butomatic] =
A deConnexion-25 [Manual) -
[ Add.. H Hemove H Froperties ]
Learn about zething up wireless nebwork A d
confiquration,
I_ k. ] [ Caricel ]

Select '‘CurtinWireless_AP’ and click the *Properties’ button.
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How To Connect To Curtin’s Wireless Network (Win XP)

4. Wireless Properties: Follow the exact settings as below.

CurtinWireless_ AP17 properties

Association | Authentication | Connection |

Metwork. name [SSI00; : Cutimiwfireless APTT

[JiConnect even if this network: is not broadcasting

Wireless netwark key

Thiz nietwark requires a kep for the fallawing:

Mebwark Authentication: i Open a7 |
Data ercryption: |WEF‘ - |
Hetimork: Eey | |
ij_._'-‘-!;' netiworks key | |

I
L e e R
TEMINOE | adyanoed)| |

The key iz provided for me automatically

ter [ad hoc) nebwork: wirsless

ACcess points arenok ysed

L QK. ] [ Cancel

Next, click on *Authentication Tab” .
CurtinWireless_AP17 properties 21X

Select thiz option to provide authenticated network, access for
wirelezz Ethernet networks.

Enable IEEE 802.1% authentication far-this netwark

EAP bope: | Smart Card or ather Certificate B3 |
Pratected EAP [PEAR]

Smart Card or other Certificate

FTORETTTE
Authenticate as computer when computer information is available

[] Authenticate a3 guest when uzer or computer information is
unavailable

L oK ] [ Cancel
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How To Connect To Curtin’s Wireless N

5. Click "Properties’ button: Follow the exact settings as below.

etwork (Win XP)

Protected EAP Properties

When connecking:

YWalidake server certificate

|:| Connect to these servers:

@)X

Trusted Rook Certification Authorities;

[] GTE CyberTrust Global Root
[ htkpe: e, ealicert, comy
[ ] htkp: e, sealicert, comy
[] htkp:fenenes, sealicert, comy
TCT System & hetwork
|:| IPS SERYIDORES

[] Microsoft Rook authority
4

i

|:| Do miok prompk user bo aukharize new servers o
cettification authorities,

Select duthentication Method:

b trusted

|Secured password (EAP-MSCHAP w2)

9] (Eorvwe

[+] Enable Fast Recarinect
[ ]1Enable Quarantine checks
[ ] Disconnect it server does nat present cryptobind

ng TLY

CIE

] [ Cancel

Next, click on *Configure...".

6. You shall now ensure that the ‘check box’ below is cleared.
EAP MSCHAPv2 Properties X

“when connecting:

D?ﬁutnmaticaﬂy uze mi Wwindoez lagon name and
ipazzword [and domain if any).

[, (] 4 ,][ Cancel ]

7. Click the 'OK’ button all the way to apply the settings.
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How To Connect To Curtin’s Wireless Network (Win XP)

3. Connection to CurtinWireless_AP

1. Go to the ‘Control Panel’.

2. Select ‘Network and Sharing Center’.
3. Select ‘Connect to a network’.
4

You should now see 'CurtinWireless_AP’ in the list (if you are within the wireless range).

- Select 'CurtinWireless_AP’ and click ‘*Connect’.

i Wireless Network Connection

b Network Tasks Choose a wireless network

ﬁ Refresh network list: Click an item in the list below o connect to a wireless netwark in range o to get mare

information.

:}_% Sebup & wireless nebwork
-for & home o small office

ﬁ Security-ernabled wirgless network:

- Related Tasks

LiJ Learn shout wireless
networking

'ifg iChange the arder of deConneXion
preferred networks ({ﬁ})

Urisecured wireless network

g Change advanced
settings | g deConneXion-10
G

Urisecured computer-to-computer Retwork

Eurtmwwdess_npl? S

conmect, Youwmight need to enter additional

autll

0On Denvand jﬂi’

aallll

5. You shall see wireless network trying to connect:

Wireless Network Connection

- -

Flease wait while Windows connecks to the 'Curtiniireless AP17
riebiwark,

Wiaiting For the nebwork, ..

[ - ) ~ Cancel |

Click on the pop-up notice that informs you to authenticate your connection.
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How To Connect To Curtin’s Wireless Network (Win XP)

6. You shall now be prompted to authenticate yourself for this

WiFi connection:

Enter Credentials

' / Fill in your Curtin \

Sarawak’s windows
credential.

EQ . #1
User name: 7D7A1111

Possword: KKK KKK KK NN
Logon Domain: STUDENT

ser nane: | |

| Click *OK’ to submit.

Passward; |

| E.Q. #2

Logon domain: |

| User name: john.doe

SEve thizuser name and passwiord fof fubire e

Possword. XXX XXKXK¥

2
e
=

\Logon Domain: STAFF/

Lo |

[ Zancel

7. Upon successful authentication, you shall see a message informing you that you are

now connected.

% Wireless Network Caonnection

K btvork Tasks Choose a wireless network

g ‘Refresh network list

<2 Setup & wireless netwark
-for & home o small office

| Related Tasks

L3 Learn bt wireless
nebworking

5% Change the order of
preferred networks

Unisecured wireless network:

& Change advanced
settings .
é)

@ Unisecured computer-to-computer network

deConneXion-10

Click an ikem in khe list below ko connect to a wireless network in range or to get more

" Connected 3¢

t Fram this network:

alll

On Denrand ﬂg

aalll
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How To Connect To Curtin’s Wireless Network (Win XP)

4. Browser’s Proxy Settings

4.1 Internet Explorer:

1. Goto ‘Tools” > ‘Internet Options’ > *Connections’ Tab > "LAN Settings’
2. Select ‘Use a proxy server for you LAN" check-box.
- Fillin the following for the *Address’ and ‘Port”:
Address: proxy.student.curtin.edu.my
Port: 8080
3. Click "Advanced’.
- Under the "Exceptions’ field, fill in the following:
localhost; 127.0.0.1; *.curtin.edu.my; *.curtin.edu.au;
4. Click ‘OK" all the way to apply the setting.

4.2 Modzilla Firefox:

1. Goto ‘Tools” > ‘Options’ > ‘Network’ Tab > *Settings...”
2. Select ‘"Manual proxy configuration:’
- Fillin the following for *HTTP Proxy’ and ‘Port”:
Address: proxy.student.curtin.edu.my
Port: 8080
- Fillin the following for ‘No Proxy for:’
Localhost, 127.0.0.1, .curtin.edu.my, .curfin.edu.au
3. Click "OK’ all the way to apply the setting.

4.3 Opera:

1. Goto ‘Tools’ > ‘Preferences’ > ‘Advanced’ Tab > ‘Network’ > ‘Proxy servers’
2. Select the HTTP & HTTPS check-boxes.
- Fillin the following for the HTTP & HTTPS fields and ports:
Address: proxy.student.curtin.edu.my
Port: 8080
3. Select the ‘Do no use proxy on the addresses below’ check-box.
- Fillin: localhost, 127.0.0.1, .curtin.edu.my, .curfin.edu.au
4. Click ‘OK" all the way to apply the setting.

Important Notes:

* Your Windows Firewall and/or Anti-Virus programmes may be preventing you from
accessing the infernet. Please fine-tune or turn off these services to test the connection if
you find that your browser is unable to load a webpage.

* You are connecting to the wireless network at your own risk.

+ Handheld devices with WiFi features may not be supported.

+ Please read & understand the ICT Policies & Procedure available at:
hitp://www.curtin.edu.my/sch_dept/ICT/policies/index.htm

$
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Appendix

A. Installing the’ root” certificate.

WifiClient.pl2
Personal Information Exchange
2 kB

[Py

Install Certificate
Scan with A%G Free

Dpen With..,
B add to archive...
B Compress and email..,
& Compress to "rootrar” and email

Send To »

Cut
Copy

Create Shortout
Delete
Fename

Froperties

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This: wizard helps you copy certificates, certificate krust
lists, and certificate revocation lists From wour disk ko a
cettificate store.

A certificate, wihich is issued by a certification autharity, is
a confirmation of wour identity and contains information
used ko prokect data or to establish secure nebwork
conneckions, & certificatbe skore is the syskem area where
certificates are kept,

To continue, click Mext,

cpBack fF Mext: | [ Cancel
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Certificate Import Wizard

Certificate Store
Certificate stores are systenm areas where certificates are kept.

Windaiws can automatically seleck a cerkificate stare, or wou can specify a lacation For

"y Aukomatically select the certificate stare based on the bype of certificate

(%) Place all certificates in the Following store:

Certificate store:

| |[ Browse, .. ]

Select Certificate Store

Select the certificate store you want bo use,

~{Z7 Personal

i I:l Enterprise Trust

EOEE Y Trusted Foot Certification Authorities

[ [ Intermediate Certification Autharities

{27 Trusted Publishers

R - o ) Ere e W e ek

I
[Ii

[ ] show physical stares

Certificate Import Wizard ok

:l [ Cancel

)

Certificate Store
Certificate stores are systenm areas where certificates are kept.

Windaiws can automatically seleck a cerkificate stare, or wou can specify a lacation For
"y Aukomatically select the certificate stare based on the bype of certificate
(%) Place all certificates in the Following skore

Certificate store:

|Trusted Root Certification Autharities | b EBrowse... |

< Back ][ Mext = ][ Cancel
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Certificate Import Wizard

Completing the Certificate Import
Wizard

‘Yo have successfully compleked the Certificate Import
wizard,

‘Your have specified the Following settings:
| Certificate Store Selected by User  Trusted Root Certific.
Content Certificate

[ < Back ” Finish l[ Cancel

)

Security Warning

ICT System & Mebvorl

Windows cannot validate that the certificate is actually from "ICT System & RNetwark”, You shauld
confirm its origin by contacting "ICT System & Metwork", The following number will assist you in

this process:

Thumbprint (shal): 7BS8581C 19262344 13F465BF 49150CEBE C4CE1308

Warning

If you install this root certificate, Windowes will automatically trust any certificate issued by this
&, Installing a certificate with an unconfirmed thumbprint is a security risk, If you click "ves" you

acknowledge this risk,

Dio you want to install this certificate?

YEs Mo

T‘_-. You-are about 1o install 2 certificate fram a certification authority (C4% claiming 1o represent:

Certificate Import Wizard @

“Er) The import was successful,

Ik
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B.

Installing the’ client” certificate.

Scan with AVG Fres
Cipen With, .

| B add to archive..,
B Compress and email...

B Compress to "WifiClient.rar" and email

Create Shortout

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copey certificates, cerkificate trust
lists, and certificate revocation lisks From wour disk to a
certificate skore.

A certificate, whichis issued by a certification authority, is
a confirmation of your identity. and contains information
used to prokect data or to establish secure nebwork
connections, & certificate store is the syskem arga where
certificates are kept,

To continue, click Mext,

<Back b Mexts | I Cancel
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Certificate Import Wizard

File to Import
Specify the File wou wank boimport,

File name:

R T 1= o | [ Browse. ..

Moke: More than ang cerkificate can be skored in & single file in the Fallowing Formats:
Fersonal Information Exchange- PKCS #12 (L PFX, P12}
Cryptagraphic Message Svntax Standard- PECS #7 Certificates [ P7RE)

Microsoft Serialized Certificate Stare [L35T)

[ < Back _” Mext = ][ Cancel ]

Certificate Import Wizard

Password
Tao maintain security, the private key was protected with a password,

Type the passwiord For the private key,

Passwiord;

| secretanlies

[ ]Enable strong private key protection. You will be prompted every time the
private key is used by an application if vou enable this option.

[} Mark this key as exportable. This will allow you ba back up ar transport wour
kews at a laker time,

< Back _” Mexk = ] [ Cancel
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Certificate Import Wizard

Certificate Store
Certificate stores are system areas where cerkificabes are kept,

Windoiws can automatically select a cerkificate stare, or you can specify a location For

(®)sukomatically seleck the certificate stare based on the kype of certificate:

() Flace all certificates in the Fallowing skare

(CErFiF

LEEFR] ALELSEOFE

Brioimise, ..

Completing the Certificate Import
Wizard

You have successfully compleked the Certificate Import
wizard.

‘fou have specified the Following settings:
| Certificate Store Selected  Automatically determined by t

Content PFx
File Marme E:fbe01vwificClient.pl2

[ < Back ” Finish l[ Cancel

Certificate Import Wizard [X]|

“:Er) The import was successful,

Ok
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