How To Connect To Curtin’s Wireless Network (Win Vista & Win 7) [Ty
A. Certificates Installation - root

After extracting “CurtinWireless-18082009.zip”, you will find two certificate files, namely “root.der”
and “WifiClient.p12”.

1. Double-click on “root.der”.

2. Click “Install Certificate...” to begin the root certificate installation.

[ Mame Date modified Type
V15 root.der 14/8/200912:02 PM  Security
E WifiClient.pl2 14/8/200912:02 PM  Persona

General | Details | Certification Path

@a | Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: ICT System & MNetwork
Issued by: ICT System & Metwork

Valid from 14/ 3/ 2009 to 13/ 8/ 2014

[I.ns13|| Certificate. .. ] Issuer Statement

Learn more about fertificates

oo ]
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3. Click “Next >".

Certificate Import Wizard —

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
uzed to protect data or to establish secure network
connections. & certificate store is the system area where
certificates are kept.

To continue, dick Mext,

< Back uext:* 1 [ Cancel
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4. Select “Place all certificates in the following store”.

5. Click “Browse...”.

Certificate Import Wi
%

I Certificate Store

i Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(7 Automatically select the certificate store based on the type of certificate
i@ Place all certificates in the following store

Certificate store:

Browse...

Learn mare about certificate stores

<Back || Next> | [ Cancel

6. Select “Trusted Root Certification Authorities” from the list.

7. Click “OK”.

Select Certificate Store

Select the certificate store you want to use.,

| Personal

5
----- [ | Enterprise Trust

----- | Intermediate Certification Authorities

[ 7] Trusted Publishers

LT Limtristed Cartifirates
I

[ Show physical stores
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8. Click “Next >".

Certificate Import Wi
.
Certificate Store
| |
i Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(7 Automatically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificate store:
Trusted Root Certification Autharities

Learn mare about certificate stores

< Back ][ Mext = ][ Cancel
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9. Click “Finish”.

Certificate Import Wizard
-

Completing the Certificate Import
1 Wizard

/f: | The certificate will be imported after you dick Finish.

- You have spedfied the following settings:

iCertificate Store Selected by User! Trusted Root Certifica
Content Certificate
] 1 k
<gack || Finish | [ cancel

5 Curtin ICT Department
Last Revised: 23" March 2010



O
How To Connect To Curtin’s Wireless Network (Win Vista & Win 7) [y %..
>

10. Click “Yes”, to install the root certificate.

Security Warning

You are about to install a certificate from a certification authority (CA)
L& claiming to represent:

ICT Systern & MNetwork

Windows cannot validate that the certificate is actually from "ICT
System & Metwork". You should confirm its origin by contacting "ICT
System & Metwork”. The following number will assist you in this
process

Thumbprint (shal): 7858581 C 19262344 13F65BF 49150CEE C4CE13D8

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

11. Click “OK”.
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B. Certificates Installation - client
1. Double-click on “WifiClient.p12”.

2. Click “Next >” to begin the client certificate installation.

s

[ Mame Date modified Type Size
] root.der 14/8/200912:02 PM  Security Certificate
E WifiClient.pl2 14/8/200912:02 PM  Personal Informati...

ﬁ

Welcome to the Certificate Import
Wizard

j,a-: | This wizard helps you copy certificates, certificate trust

- lists, and certificate revocation lists from your disk to a
‘;:...:;_iﬁ. certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwaork

connections. A certificate store is the system area where
certificates are kept.

i

To continue, dick Mext.

< Back . Mext> [ Cancel
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3. Click “Next >".

& H

File to Import

Spedfy the file you want to import.

File name:

D:\Documents\CurtinWireless Cert\WifiChent.p12 Browse, ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P13)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)

Microsoft Serialized Certificate Store (L55T)

Learn more about cerfificate file formats

< Back ][ Mext = ][ Cancel
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4. Key in the password: secretsnlies

5. Click “Next >”.

. = - o

Password

To maintain security, the private key was protected with a password. I

Type the password for the private key.

Password:

< i secretsnlies

[| Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transpart your
keys at a later time,

Indude all extended properties.

Learn more about protecting private keys

< Back ][ Mext = ][ Cancel
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6. Select “Automatically select the certificate store based on the type of
certificate”.

7. Click “Next >".

Certificate Import Wizard

l Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate,

i@ Automatically select the certificate store based on the type of certificate;

() Place all certificates in the following store

Certificate store:

Browse. ..

Learn mare about cerfificate stores

< Back " Mext = ][ Cancel
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8. Click “Finish”.
. Certificate Import Wiza

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

‘You have spedfied the following settings:

iCertificate Store Selected! Automatically determined by i
Content PFX

File Mame D:\Documents WWORK N Curtinyy

9. Click “OK”.

Certificate Import Wiza

The import was successful,
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C. Wireless Adapter Configuration

1. Go to “Start” = “Control Panel”.

B @ » Control Panel »

e

Adjust your computer's settings View by:  Category ¥

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet
Connect to the Internet
View network status and tasks

Choose hemegroup and sharing
options

Hardware and Sound
View devices and printers
Add a device

Connect to a projector

Adjust commeonly used mobility
settings

Programs

Uninstall a program

User Accounts and
Family Safety
@Add OF remove user accounts

'@' Set up parental controls for
any user

Appearance and
Personalization
Change the theme

Change desktop background
Adjust screen resclution

Clock, Language, and
Region

Change keyboards or other input
methods

Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

12
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2. Under “Network and Internet”, click “View network status and tasks”.

Adjust your computer’s settings

System and Security
Feview your computer's status
Back up your computer

Find and fix problems

Metwork and Internet
Connect to the Internet

View network status and tasks
Choose homegroup and sharing
options

Hardware and Sound
View devices and printers

Add a device

Connect to a projector

Adjust commonly used mobility

[Ty

E=SERE)
=4 Scarch Contotponct 2]

View by: Category

User Accounts and
Family Safety
'@'Add OF FEMOoVE User accounts

'@' Set up parental controls for
any user

Appearance and

Personalization
Change the theme

Change desktop background
Adjust screen resolution

Clock, Language, and
Region

Change keyboards or other input
methods

4
s
=

settings
Change display language

Programs

Uninstall a program

Ease of Access
Let Windows suggest settings
Optimize visual display

)
To | sec Conta ponel 9]

Contrel Panel Home Change your networking settings

‘5- Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or
set up a router or access point.

Manage wireless networks
Change adapter settings

Change advanced sharing
settings ‘5. Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network
connection.

Choose homegroup and sharing options

320 SE Access files and printers located on other network computers, or

HomeGroup change sharing settings.
HP Wireless Assistant
Troubleshoot problems

Internet Opti . . .
niemet Uptions Diagnose and repair netwerk problems, or get troubleshooting

Windows Firewall information.

13 Curtin ICT Department
Last Revised: 23" March 2010



How To Connect To Curtin’s Wireless Network (Win Vista & Win 7) [Ty

4
=
=

4. Click “Add”.
ﬁ ‘ Hjﬂ] « Metwork and Internet » Manage Wireless Metworks - Search Manage Wireless... _|

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below

Add | Adapter properties  Profile types  Metwork and Sharing Center

Metworks you can view, modify, and recrder (2)

!"HI Security: WEP
h._l =
-

) =
Fil Wireless 2
h._l -
"'q.l_p

Type: Any supported

Wireless 1

Security: WPAZ-Personal Type: Any supported

How do you want to add a network?

Eh_ Manually create a netwaork profile
=L This creates a new network profile or locates an existing network and saves a proﬂle
for the network on your computer. You need to know the network name (5510 and

security key (if applicable).

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

Curtin ICT Department
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6. Network name: CurtinWireless
7. Security type: 802.1x

8. Click “Next”.

Enter information for the wireless network you want to add

Metwaork name: CurtinWireless

Security type: [:802.11( i w ]

Encryption type: | WEP - |

Security Key: | | []Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at nsk.

l Mext I[ Cancel
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9. Click “Change connection settings”.

Successfully added CurtinWireless

. & Change connection settings
' Open the connection properties so that I can change the settings.
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10. Click “Security” tab.

| (e —

Connection | Security

Mame: CurtinWireless
S5ID: CurtinWireless
Metwork type: Access point
Metwork availability:  All users

[#]Lonnect automatically when this network is in range:
[] Connect to & more preferred netwark if available

[] Connect even if the network is not broadcasting its name (S5I0)
[] Enable WLAN connection settings

Configure...
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11. Clear the checkbox for “Remember my credentials for this connection each
time I'm logged on”.

12. Click “Settings”.

]

P urinWircles: Wircles: IR EEE T

Security

Security type: [BUZ. 1x

Encryption type: [WEP

Choose a network authentication method:
| Microsoft: Protected EAP (PEAF) v [ Settings

[C|Remember my credentials for this connection each
dime I'm logged on

Advanced settings
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13. Select checkbox for “Validate server certificate”.

14. Scroll through the list of “Trusted Root Certification Authorities” and select checkbox for “ICT
System & Network”.

15. Click “Configure...”.

Protected EAP Properties

When connecting:

Validate server certificate

|:| Connect to these servers;

Trusted Root Certification Autharities:

[ Equifax Secure Certificate Authority

[ Equifax Secure Global eBusiness CA-1

[7] GTE CyberTrust Global Root

[ http:/ fwvew, valicert.com/

ICT System & MNetwork

[ Microsoft Root Authority

[ Microsoft Root Certificate Autharity

' m |

|:| Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Semred password (EAP-MSCHAP v2) "] [ Configure... ]

Enable Fast Reconnect

[| Enforce Metwork Access Protection

[ ] Disconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy

()4 ] [ Cancel
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16. Clear the checkbox for “Automatically use my Windows logon name and
password (and domain if any)”.

17. Click “OK”.

When connecting:

D,Pu.rtumatlcalhr use my Windows logon name and
password (and domain if ary).

18. Click “OK”.

Protected EAP Properties

When connecting:
Validate server certificate

|:| Connect to these servers:

Trusted Root Certification Autharities;

[7] Equifax Secure Certificate Authority

[ Equifax Secure Global eBusiness CA-1

[] GTE CyberTrust Global Root

[ http:f pewvow valicert.com/

ICT System & Network

[ Microsoft Root Authority

[] Microsoft Root Certificate Authority

' 0 |

|:| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) *] E.Ennﬁgure. .

Enable Fast Reconnect

[T Enforce Metwork Access Protection

[ | Disconnect if server does not present cryptobinding TLV
[| Enable Identity Privacy

ok || cancel
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19. Click “Advanced settings”.

RCurtinWarsless Witclees IUETE

searity

Security type: [802. 1x

Encryption type: [WEP

Choose a network authentication method:
| Microsoft: Protected EAP (PEAF) v [ Settings

[C|Remember my credentials for this connection each
dime I'm logged on

Advanced settings

21 Curtin ICT Department
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20. Check the checkbox for ‘Specify authentication mode’.
21. Select ‘User authentication’ from the dropdown menu.

22. Click ‘OK.

802. 1¥ setlings |

Specify authentication mode:

[User authentication "'] [ Save credentials

Delete credentials for all users

[] Enable single sign on for this network

i@ Perform immediately before user logon

Perform immediately after user logon
Maimum delay (seconds): 10 :I

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

22 Curtin ICT Department
Last Revised: 23" March 2010



[Ty

Q)
How To Connect To Curtin’s Wireless Network (Win Vista & Win 7) G:;..
2

23. Click “Close”.

Successfully added CurtinWireless

. & Change connection settings
: Open the connection properties so that I can change the settings.
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D. Curtin Wireless Connection

1. Double-click on the wireless connection icon at the bottom right-hand corner of the screen to
display a list of Curtin wireless network connections that are available.

2. Select the wireless connection that has the strongest signal.

3. Click “Connect”.

Mot connected

I:[[[l.] Connections are available

Dial-up and VPN

Yodafone Mobile Connect
Wireless Metwork Connection

CurtinWireless -.-ﬂ“

CurtinWireless -.lﬂ“

. t
deConneXion o |

Open Metwork and Sharing Center

24 Curtin ICT Department
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4. The following will be displayed while your laptop is establishing the
wireless connection.

Connecting to CurtinWireless ...

Mot connected

I:djﬂ Connections are available

Dial-up and VPN

Yodafone Mobile Connect

Wireless Metwork Connection

CurtinWireless Connecting !ﬂ!!

Disconnect

CurtinWireless

deConneXion

Open Metwork and Sharing Center

[y
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5. The connection will propmt you to authenticate yourself before completing
the connection.

6. Click “Enter/select additional logon information”.

Additional logon information is required.

< Enter/select additional logon information

7. Key in your Curtin Windows Username and Password in the following format:

STAFF STUDENT
User name: STAFF\john.doe STUDENT\7e0al1234
Password: Windows password for john.doe | Windows password for 7e0al234

8. Click ‘OK’ to login.

Metwork Authentication

Please enter user credentials

—
|E “Jser name
| ’F‘asswu:urd
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9. Once the connection has been validated against your Windows username
and password, your wireless connection will show the status as
“Connected”.

Currently connected to:

l CurtinWireless
3 Mo Internet access

Dial-up and VPN

Vodafone Mobile Connect

Wireless Metwork Connection
CurtinWireless Connected

CurtinWireless

deConneXion

Open Metwork and Sharing Center
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E. Browser’s Proxy Configuration

Proxy Address Proxy Port
1 proxy.curtin.edu.my 8080
2 proxy.student.curtin.edu.my 8080

Internet Explorer

4,

Go to ‘Tools’ = ‘Internet Options’ > ‘Connections’ Tab = ‘LAN Settings’
Select ‘Use a proxy server for you LAN’ check-box.
- Fill in the ‘Address’ and ‘Port’ fields with the information shown in the above table.
Click ‘Advanced’.
- Under the ‘Exceptions’ field, fill in the following:
localhost; 127.0.0.1; *.curtin.edu.my
Click ‘OK’ all the way to apply the setting.

Mozilla Firefox

1.
2.

Go to ‘Tools’ = ‘Options’ - ‘Network’ Tab > ‘Settings...’
Select ‘Manual proxy configuration:’
- Fill'in the ‘HTTP Proxy’ and ‘Port’ fields with the information shown in the above table.
- Fill in the following for ‘No Proxy for:’
localhost, 127.0.0.1, .curtin.edu.my
Click ‘OK’ all the way to apply the setting.

Go to ‘Tools’ & ‘Preferences’ > ‘Advanced’ Tab - ‘Network’ - ‘Proxy servers’

Select the HTTP & HTTPS check-boxes.

- Fill in the HTTP & HTTPS fields and ports with the information shown in the above table.
Select the ‘Do no use proxy on the addresses below’ check-box.

- Fill in: localhost, 127.0.0.1, .curtin.edu.my, .curtin.edu.au

Click ‘OK’ all the way to apply the setting.

F. Important Notes

1.

w

Your Windows Firewall and/or Anti-Virus programmes may be preventing you from accessing
the internet. Please fine-tune or turn off these services to test the connection if you find that
your browser is unable to load a webpage.

You are connecting to the wireless network at your own risk.

Handheld devices with WiFi features may not be supported.

Please read & understand the ICT Policies & Procedure available at:
http://www.curtin.edu.my/sch_dept/ICT/policies/index.htm
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